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m Abstract. The purpose of this study was to investigate the problem of international legal mechanisms for
controlling nuclear and radioactive materials. The paper used the formal legal method as the basic one,
since it allows analysing legal norms, structures, and concepts. The study showed that the non-proliferation
of nuclear weapons and weapons-grade nuclear materials was based mainly on the Treaty on the Non-
Proliferation of Nuclear Weapons of 1968, which established strict rules for the use of civilian nuclear
materials and technologies worldwide and was monitored by the International Atomic Energy Agency in
Vienna. However, with the growth of the activity of international terrorist organisations in recent years,
the current provisions on nuclear non-proliferation have proven to be imperfect and inadequate. The study
stressed that security policies and civil defence should be based on the fact that terrorist organisations seek
to obtain nuclear materials for attacks. Nuclear terrorism is widespread because the Non-Proliferation of
Nuclear Weapons does not require its member states to protect nuclear materials and facilities from theft or
terrorist sabotage. In fact, at the international level, the physical protection of nuclear weapons materials
and civilian nuclear facilities (reactors, interim storage facilities, and fuel rod fabrication and reprocessing
plants) varies considerably. Many countries do not have adequate protection for the transport, reprocessing,
interim storage and disposal of usable and spent nuclear fuel, leading to loss, theft, smuggling, and illegal
international trade in these materials. The practical significance of this issue lies in the fact that the analysis
of the problems of international legal mechanisms for the control of nuclear and radioactive materials helps
to assess the shortcomings of existing mechanisms and eliminate them, thereby ensuring the highest level
of safety and control of nuclear and radioactive materials

m Keywords: Treaty on the Non-Proliferation of Nuclear Weapons; nuclear weapons; security policy; terrorist
threats; radioactive materials

= Introduction

In conditions when a war is being waged on the terri-
tory of the independent state of Ukraine, and its 4 nu-
clear power plants with WWER type reactors: Zapor-
izhzhia, Rivne, Khmelnytskyi, and South Ukraine,
which operate 15 nuclear power plants with a to-
tal installed capacity of 13,835 MW (Sharaevsky et
al., 2022), are under threat of destruction or capture
by the aggressor army. The problem of ensuring in-
ternational control over nuclear and radiological

materials should come to the fore. Such a challenge
to security policy makes the issues of protection and
radiation control of active sources used for civilian
purposes in industry, research, and medicine around
the world particularly pressing. Although radioactive
sources are not suitable for the production of nuclear
weapons, improper handling of them and some radi-
ation protection measures can cause significant harm
to people and the environment. Due to inadequate
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Problems of international legal mechanisms...

regulations for the protection and security of radio-
active sources in some countries, there is a risk that
criminals and terrorists could use these materials as
radioactive weapons.

Under the influence of current international con-
flicts and the threat of terrorism, the scope of nucle-
ar arms control policy has expanded from its origi-
nal focus on preventing the proliferation of nuclear
weapons to encompass the security and control of all
nuclear technologies, including industrial and med-
ical radiation technologies. This new responsibility
has also had a significant impact on national internal
security functions such as preventing technological
hazards (radiation protection, disaster relief) and
preventing crime.

For many years, the International Atomic Ener-
gy Agency (IAEA) has been working to strengthen
and regulate the transport of nuclear and radioactive
materials around the world, to monitor and account
for existing facilities, and to implement border and
security controls. However, it has proven difficult to
fully expand the negotiating positions focused on the
Treaty on the Non-Proliferation of Nuclear Weapons!
(NPT) and its monitoring mechanisms, including the
implementation of a comprehensive system for the
implementation of the nuclear agreement. Therefore,
other, more innovative regulatory instruments and
non-standard approaches are required. The study
by M. Elbaradei (2021) emphasised the key role of
international institutions in supporting the nuclear
non-proliferation regime and controlling the use of
nuclear materials. P. Goldschmidt (2021) empha-
sised the need to strengthen international monitoring
and introduce stricter procedures for verifying com-
pliance with nuclear safety obligations.

The planned extension of the 1980 Convention
on the Physical Protection of Nuclear Material®> re-
lies entirely on the own responsibility of the Mem-
ber States, and the effectiveness of the agreement
depends on the direct own interests of the Member
States. In addition, the absence of treaty obligations
is a distinctive feature of the new international rules
governing the control of materials. These regulations
have been replaced by non-binding guidelines, tech-
nical safety standards and agreements on the physical
protection of radioactive sources, such as the IAEA
Code of Conduct (in force since 2000) on the Safe-
ty and Security of Radioactive Sources®. One of the
objectives of the new regulations is to incorporate

minimum standards of physical protection and nucle-
ar security into national legislation and to harmonise
national security measures at the international level.

Thus, the safeguards in international agreements
to prevent the use of nuclear and radioactive mate-
rials for terrorism are less restrictive than traditional
nuclear arms control measures. However, as stated
by A. Zamula et al. (2025), the relevant regulations
contain important minimum legal requirements and
implementation details, responsibilities, obligations,
and technical safety standards of regulatory author-
ities. Thus, the task of preventing nuclear terrorism
is clearly defined and becomes a manageable issue
within the framework of international security policy.

This new approach offers significant practical ad-
vantages and can be applied to Ukrainian security
legislation. Even assuming that the current Ukraini-
an security strategy can be easily compared with the
national defence strategy of other countries, the tra-
ditional technical solutions to the proliferation and
use of weapons that weaken Ukraine’s security can-
not be ignored. As a result, Ukrainian security policy
depends on a broader international consensus. How-
ever, according to V. Khalimonchuk et al. (2025), al-
though Ukraine has significant resources, its energy
infrastructure remains unstable and vulnerable. Spe-
cific tools to effectively meet national and interna-
tional needs include:

» Ukrainian partnerships (technical, advisory,
and financial) in cooperation and multilateral secu-
rity activities;

= cooperation between Ukrainian business and
research institutions, including specialised project
organisations and clients in the field of nuclear and
radiological security;

= strengthening Ukrainian consultative, support
and coordination mechanisms between current and
future EU research and security systems, drawing on
its own defence policy, security standards and tech-
nical and scientific expertise.

For decades, limited, tightly controlled access to
fissile nuclear material has been considered an essen-
tial measure against the international proliferation
of nuclear weapons. This barrier was essentially es-
tablished by the Treaty on the Non-Proliferation of
Nuclear Weapons (NPT) of 1968“. Its enforcement
today relies on a comprehensive international regu-
latory framework developed over decades, consisting
of contractual monitoring and verification measures

! Treaty on the Non-Proliferation of Nuclear Weapons. (1968, July). Retrieved from https https://disarmament.unoda.org/en/our-work/
weapons-mass-destruction/nuclear-weapons/treaty-non-proliferation-nuclear-weapons.
2 Convention on the Physical Protection of Nuclear Material. (1980, October). Retrieved from https://www-pub.iaea.org/MTCD/

Publications/PDF/Pub615web.pdf.

3 Code of Conduct on the Safety of Research Reactors. (2004, September). Retrieved from https://www-pub.iaea.org/MTCD/Publications/

PDF/CODEOC-RR_web.pdf.

4Treaty on the Non-Proliferation of Nuclear Weapons. (1968, July). Retrieved from https://disarmament.unoda.org/en/our-work/
weapons-mass-destruction/nuclear-weapons/treaty-non-proliferation-nuclear-weapons.
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(safeguards). These measures are coordinated, im-
plemented, and evaluated worldwide by the Interna-
tional Atomic Energy Agency (IAEA).

However, with the end of the Cold War, the polit-
ical and technical requirements for the control of nu-
clear weapons have changed significantly in several
respects. International clandestine armies and terror-
ist organisations are now a key challenge for security
policy, as noted by L. Les (2024). Their goals and activ-
ities, if not hinting at them, at least raise the fear that
they are seeking to acquire nuclear weapons. Howev-
er, since only states, not non-state organisations, are
parties to the NPT, non-state actors in international
politics are not subject to the technical and proce-
dural standards of nuclear control and the provisions
of the treaties. The purpose of this study was to ex-
amine the issue of international legal mechanisms
for the control of nuclear and radioactive materials.

= Materials and Methods

This study used a combination of general scientific
and specialised legal research methods. The main
method was formal legal analysis, the priority of
which was given to the provisions of international
law and the Treaty on the Non-Proliferation of Nu-
clear Weapons (NPT)! relating to the provision of
international legal mechanisms for the control of
nuclear and radiological materials, and documents,
projects, and recommendations issued by the IAEA
and individual states within the framework of bilat-
eral cooperation. The comparative legal method was
also used to investigate approaches to solving the
problem of ensuring security policy in various regu-
latory legal acts and by various participating states.
This included an analysis of national doctrines and
international conventions such as the IAEA Safe-
guards®, the Additional Protocol to the Safeguards
Agreements in force®, the International Basic Stand-
ards for Protection against Ionising Radiation and the
Safety of Radiation Sources (ISRS)*, the Convention
on Nuclear Safety®, the Convention on the Safety of
Spent Fuel and Radioactive Waste®, etc. The results
were interpreted using a normative and analytical
|

approach, according to which each observed fact or
argument was assessed for compliance with applica-
ble international legal norms. This interdisciplinary
methodology, located at the intersection of interna-
tional law, security, and technology, can be used to
develop well-founded conclusions and policy recom-
mendations.

The case study method was used to examine real
incidents related to events that occurred in the 1990s,
when it became known that Iraq and North Korea
had nuclear weapons development programmes that
violated the treaties, and the IAEA monitoring re-
gime was incomplete. This conclusion was confirmed
again when in early 2004 it became known about
the pronounced nature of Pakistan’s nuclear weap-
ons proliferation. Back in 1997, the IAEA developed
an Additional Protocol’ to the existing safeguards
agreements, which by July 2003 had been signed by
74 states, including Ukraine, and had entered into
force for 35 states. It granted IAEA inspectors rights
of access to information and verification that were
broader than those granted under the original safe-
guards agreement. All sources were used in a mul-
ti-level analysis of the legal framework underlying
the security of nuclear and radiological materials,
exposing the risks associated with the operation of
nuclear power plants, uranium enrichment, etc.

m Results

Since the late 1990s, the International Atomic Ener-
gy Agency has been working to strengthen and reg-
ulate the physical protection of global radioactive
sources, monitor, and account for existing radioac-
tive sources, and implement border and export con-
trols (Les, 2023). Initially, these efforts focused on
improving protection against accidents and radiation
disasters, but after the terrorist attacks of September
11, 2001 in New York, the main driving force shifted
to the fight against terrorism.

The long-term goal of the International Atomic En-
ergy Agency is to have strict and unified international
control over the entire life cycle of radioactive sourc-
es, from production and use to final disposal, which

! Treaty on the Non-Proliferation of Nuclear Weapons. (1968, July). Retrieved from https://disarmament.unoda.org/en/our-work/
weapons-mass-destruction/nuclear-weapons/treaty-non-proliferation-nuclear-weapons.
2IAEA Safeguards the Additional Protocol to the Safeguards Agreements in Force. (1997, May). Retrieved from https://zakon.rada.gov.

ua/laws/show/951_002#Text.

3IAEA Safeguards the Additional Protocol to the Safeguards Agreements in Force. (1997, May). Retrieved from https://zakon.rada.gov.

ua/laws/show/951_002#Text.

4 International Basic Safety Standards for Protection against Ionizing Radiation and for the Safety of Radiation Sources. (1996, September).

Retrieved from
publication/wcms_152685.pdf.

https://www.ilo.org/sites/default/files/wemsp5/groups/public/@ed_protect/@protrav/@safework/documents/

5 Convention on Nuclear Safety. (1994, June). Retrieved from https://www.iaea.org/topics/nuclear-safety-conventions/convention-
nuclear-safety.

6 Joint Convention on the Safety of Spent Fuel Management and on the Safety of Radioactive Waste Management. (1997, September).
Retrieved from https://www.iaea.org/topics/nuclear-safety-conventions/joint-convention-safety-spent-fuel-management-and-safety-
radioactive-waste.

7 IAEA Safeguards the Additional Protocol to the Safeguards Agreements in Force. (1997, May). Retrieved from https://zakon.rada.gov.
ua/laws/show/951_002#Text.
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is of paramount importance. This study suggests that,
under the influence of new international conflicts
and threats, the mission of arms control policy, origi-
nally aimed at preventing the proliferation of nuclear
weapons, has expanded to a comprehensive mission
of protection and control, covering all nuclear tech-
nologies, including industrial and medical radiology.
This expanded mission has profound implications for
the responsibilities of states in the field of ensuring
internal security, such as the prevention of techno-
logical hazards (radiation protection, disaster relief)
and the prevention of crime. No state can delegate
its responsibilities to an international body such as
the IAEA, even considering the threat of terrorism,
this mission largely corresponds to the main issues of
international security (Silva, 2026).

Of particular concern is whether the traditional
international regulatory system for nuclear safety
is sufficiently comprehensive. Since the main com-
ponents are the Treaty on the Non-Proliferation of
Nuclear Weapons' and the IAEA Safeguards?, it is
also questionable whether international arms control
agreements can adequately cover physical protection
and control of non-fissile materials.

This study focuses on two routes to internation-
al arms control agreements: treaty and non-treaty.
Through treaties such as the Treaty on the Non-Pro-
liferation of Nuclear Weapons?®, partner states can as-
sume legally binding obligations. Alternatively, part-
ner states can mutually commit to providing services
but are not obligated to perform those services; they
can simply agree on guidelines or recommendations.
From the perspective of all stakeholders, the nega-
tive consequences of not adhering to such guidelines
or recommendations are less serious than the conse-
quences of violating treaty provisions. Such agree-
ments do not require complex ratification procedures
and implementation provisions, and certainly no
monitoring or verification. However, specific ways of
controlling materials and their respective advantages
are considered below.

It is quite predictable that due to the complex-
ity and practically limitless nature of this problem,
possible regulatory measures will always offer only
more or less promising solutions and, at best, will
achieve success only in the long term. On the other
|

hand, control of radioactive sources also has advan-
tages over traditional non-proliferation measures of
nuclear weapons, which international security policy
can systematically use*. In addition to the question
of what the outlined contractual and non-contractual
regulations can achieve and where their limitations
may be, questions arise about the need for action, op-
portunities for global security policy. This study pro-
ceeds from the fact that in order to protect against a
specific terrorist attack using nuclear or radiological
weapons, Ukraine can and should further improve its
security infrastructure (physical protection of equip-
ment and facilities, training of security personnel,
civil defence, and disaster relief) (Flynn, 2024).

However, this study also indicates that the risk
of nuclear and radiological proliferation, which
poses a significant threat to Ukraine’s security, de-
pends less on Ukraine’s own internal security meas-
ures than on the non-proliferation actions of other
countries. Nuclear and radiological non-prolifer-
ation should be viewed as a chain of international
agreements and measures, the strength of which de-
pends on the weakest link. In this respect, Ukraine’s
security still depends on a broad international deci-
sion-making process and its effectiveness. Based on
this premise, this paper assessed the need for action,
the appropriateness of security policies, and the ap-
plicability of existing treaty and non-treaty interna-
tional material control mechanisms. The Treaty on
the Non-Proliferation of Nuclear Weapons® (NPT)
is, first and foremost, an arms control treaty aimed
at preventing the proliferation of nuclear weapons
(Preamble, Articles I-III). In practice, this treaty rep-
resents an accounting and monitoring agreement for
weapons-grade or enriched nuclear material normal-
ly held by non-nuclear-weapon states for peaceful
purposes (Article III).

The International Atomic Energy Agency (IAEA)
monitors these materials in non-nuclear-weapon
states using established monitoring measures, name-
ly, the aforementioned safeguards and surveillance.
This is based on information provided by non-nucle-
ar-weapon states to the IAEA on the type and quantity
of their civilian nuclear material. The Vienna Conven-
tion on Civil Liability for Nuclear Damage® is respon-
sible for accounting for the production, consumption

! Treaty on the Non-Proliferation of Nuclear Weapons. (1968, July). Retrieved from https://disarmament.unoda.org/en/our-work/
weapons-mass-destruction/nuclear-weapons/treaty-non-proliferation-nuclear-weapons.
2IAEA Safeguards the Additional Protocol to the Safeguards Agreements in Force. (1997, May). Retrieved from https://zakon.rada.gov.

ua/laws/show/951_002#Text.
3 Ibidem, 1997.

4 Order of the Ministry of Ecology and Natural Resources of Ukraine No. 241 “On Approval of the Rules for Ensuring the Safety of Nuclear
Materials, Radioactive Waste, and Other Sources of Ionizing Radiation”. (2000, December). Retrieved from https://zakon.rada.gov.ua/
laws/show/z0013-01#Text.

5 Treaty on the Non-Proliferation of Nuclear Weapons. (1968, July). Retrieved from https https://disarmament.unoda.org/en/our-work/
weapons-mass-destruction/nuclear-weapons/treaty-non-proliferation-nuclear-weapons.

6 Vienna Convention on Civil Liability for Nuclear Damage. (1963, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2893-
14#Text.
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and location of declared quantities. The accounting
and reporting requirements are designed to prevent
the diversion of nuclear energy from peaceful uses to
nuclear weapons or other nuclear explosive devices
(Article III, paragraph 1). In addition, under Article
III, paragraph 2, all contracting parties are obliged
to transfer fissile material and technical equipment
necessary for its reprocessing to other states only
on condition that these states comply with the safe-
guards and monitoring provided for in the Treaty on
the Non-Proliferation of Nuclear Weapons!.

Since the signing of the Treaty on the Non-Pro-
liferation of Nuclear Weapons in 19682, the Interna-
tional Atomic Energy Agency has implemented the
necessary monitoring measures with Member States
and groups of countries by concluding a number of
supplementary agreements and has published these
measures in its announcements (information, cir-
culars, verification notices and notifications to the
Verification Information Centre, etc.). As the re-
sponsible verification agency, the IAEA focuses its
activities on verifying the accuracy and complete-
ness of information provided by Member States on
their nuclear programmes (production, use, and
storage locations of fissile material), and on increas-
ing the confidence of the NPT States Parties in the
peaceful use of nuclear weapons by their partner
states or on promptly providing empirical evidence
to confirm suspicions of treaty violations (early
warning) (Zubair et al., 2024). In particular, these
measures include: analysis and verification of re-
ports and data submitted by Member States through
inspections of nuclear facilities and nuclear mate-
rial stockpiles of Member States (surveillance, sur-
prise, periodic and other inspections carried out by
IAEA officials), sealing of containers protected from
unauthorised access, and installation and mainte-
nance of surveillance cameras. In the 1990s, after
the nuclear weapons development programmes of
Iraq and North Korea (Tereshchenko, 2020) were
exposed in violation of treaty provisions, it was
found that the International Atomic Energy Agen-
cy’s surveillance mechanisms were not sufficiently
effective. In early 2004, the seriousness of Paki-
stan’s nuclear proliferation was further confirmed

(Azad & Shahid, 2021). As early as 1997, the IAEA
developed an Additional Protocol® to the existing
safeguards agreements. As of July 2003, 74 coun-
tries, including Ukraine, had signed the Protocol,
of which 35 had entered into force. This Protocol
gave IAEA inspectors broader information and ver-
ification powers than the original safeguards agree-
ments. For example, the 1973 agreement (in force
since 1977) between the IAEA, EURATOM and var-
ious European states, including Ukraine, under INF-
CIRC/193% The arms control mechanism under the
Treaty on the Non-Proliferation of Nuclear Weap-
ons was significantly expanded. A key aspect of the
new provisions was that the International Atomic
Energy Agency was no longer limited to inspecting
declared materials, nuclear facilities, and civilian
activities of member states. Instead, it was author-
ised to actively and almost without restriction in-
vestigate undeclared materials and clandestine nu-
clear programmes on the territory of the inspected
state, subject to disagreements or in extraordinary
circumstances, even if a treaty violation is suspect-
ed. In addition, IAEA inspectors are also authorised
to use the most advanced measurement and com-
munication technologies for their inspections.

The arms control provisions of the Treaty on the
Non-Proliferation of Nuclear Weapons are comple-
mented by a large number of technical regulations,
standards, and recommendations of the International
Atomic Energy Agency, covering the safe handling of
nuclear materials at every stage, from use and trans-
portation to processing, storage, and disposal. These
include, among others:

» International Basic Standards for Protection
against Ionising Radiation and the Safety of Radi-
ation Sources®. These contain recommendations on
protection against nuclear radiation, which the IAEA
has been developing since the early 1960s together
with the International Commission on Radiological
Protection and which are constantly being adapted
to new requirements.

» Convention on Nuclear Safety of 1994°. This
agreement aims to achieve and maintain a high lev-
el of global nuclear safety through the improvement
of national measures and international cooperation,

! Treaty on the Non-Proliferation of Nuclear Weapons. (1968, July). Retrieved from https://disarmament.unoda.org/en/our-work/
weapons-mass-destruction/nuclear-weapons/treaty-non-proliferation-nuclear-weapons.

2Ibidem, 1968.

3 Additional Protocol to the Existing Safeguards Agreements. (1997, May). Retrieved from https://www.iaea.org/topics/additional-
protocol

4 Additional Protocol to the Agreement between Ukraine and the International Atomic Energy Agency on the Application of Safeguards
in Connection with the Treaty on the Non-Proliferation of Nuclear Weapons. (2000, September). Retrieved from https://zakon.rada.gov.
ua/laws/card/951_002.

5 International Basic Safety Standards for Protection against Ionizing Radiation and for the Safety of Radiation Sources. (1996, September).
Retrieved from https://www.ilo.org/sites/default/files/wcmsp5/groups/public/@ed_protect/@protrav/@safework/documents/
publication/wcms_152685.pdf.

6 Convention on Nuclear Safety. (1994, June). Retrieved from https://www.iaea.org/topics/nuclear-safety-conventions/convention-
nuclear-safety.
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including technical cooperation related to safety (Ar-
ticle I, paragraph 1).

= Convention on the Safety of Spent Fuel and Ra-
dioactive Waste!; this agreement establishes funda-
mental safety requirements for the entire life cycle
of spent nuclear fuel and nuclear waste up to their
final disposal?.

As their names suggest, these agreements are
not aimed at preventing the proliferation of nucle-
ar weapons and responding to international threats,
but rather at preventing nuclear accidents. However,
they remain important from a security policy per-
spective for two reasons: first, they establish tech-
nical and operational measures to prevent accidents
and also limit the possibility of terrorist misuse of
nuclear and radioactive materials. For example, re-
stricting access to temporary storage facilities des-
ignated for radiation protection makes it more dif-
ficult for terrorist organisations to steal spent fuel
elements. This is a desirable side effect of security
policy. Second, although these agreements are not
yet fully implemented, they have made a signifi-
cant contribution to international standardisation
of nuclear security. The Convention on the Physical
Protection of Nuclear Material®, mentioned above,
goes even further in this regard. As the only such
convention to date, it regulates the physical protec-
tion of nuclear material in accordance with interna-
tional standards to prevent its misappropriation and
misuse. However, the convention requires special
protection only for the transboundary transport of
nuclear material or temporary storage during trans-
port, and does not require such protection for pro-
cessing, storage, or transport within the territory of
the contracting parties.

Furthermore, the required physical protection
only concerns theft, and potential terrorist attacks
and sabotage of nuclear facilities are not covered.
Compared to the safeguards and monitoring of the
Treaty on the Non-Proliferation of Nuclear Weap-
ons*, this agreement is very general in nature. It does
not provide for any verification measures, does not
establish a voluntary regulatory reporting system,
and does not provide for international supervision of

the regulation and technical control of nuclear weap-
ons transfers by the contracting parties.

In view of the above, the IAEA has attempted to
fill some of the gaps left by the Convention on the
Physical Protection of Nuclear Material and Facili-
ties® by publishing a comprehensive recommended
catalogue entitled “Physical Protection of Nuclear
Material and Facilities”. This catalogue covers tech-
nical and operational measures for the protection of
nuclear facilities and nuclear material, reflects the
state of the art and recommends standardised meth-
ods for the analysis of risks associated with threats
to nuclear security.

These protective measures are designed to pre-
vent theft of materials and damage to facilities. They
are distributed according to the protection needs of
the protected facilities, which are, in turn, classified
by threat levels (concern). Large quantities of high-
ly radioactive weapons-grade materials are at the
highest threat level, while smaller quantities of ma-
terials, and fissile materials with lower radioactivi-
ty and purity (low enrichment, non-weapons-grade)
are classified at lower protection levels. These meas-
ures also apply to the use, storage, and transport of
materials within a country, but their main goal is
to achieve international standardisation of national
protective measures.

The UN Security Council Resolution® provided
the legal basis for international efforts to combat
nuclear proliferation and for physical protection.
Among other things, the resolution established the
mandatory rules set out in Chapter VII of the UN
Charter’, according to which all states must take
physical security measures during the production,
use, storage, and transport of nuclear, chemical,
and biological weapons-grade materials. The reso-
lution calls on states to adopt legislation prohibiting
non-governmental organisations from producing,
distributing or using weapons of mass destruction
and their delivery systems, or to take measures
to prevent such activities. It also provides for the
appropriate control and accumulation of stock-
piles of nuclear, chemical and biological weapons-
grade materials.

! Joint Convention on the Safety of Spent Fuel Management and on the Safety of Radioactive Waste Management. (1997, September).
Retrieved from https://www.iaea.org/topics/nuclear-safety-conventions/joint-convention-safety-spent-fuel-management-and-safety-
radioactive-waste.

2 Additional Protocol to the Agreement between Ukraine and the International Atomic Energy Agency on the Application of Safeguards
in Connection with the Treaty on the Non-Proliferation of Nuclear Weapons. (2000, September). Retrieved from https://zakon.rada.gov.
ua/laws/card/951_002.

3 Convention on the Physical Protection of Nuclear Material. (1980, October). Retrieved from https://www-pub.iaea.org/MTCD/
Publications/PDF/Pub615web.pdf.

4 Treaty on the Non-Proliferation of Nuclear Weapons. (1968, July). Retrieved from https https://disarmament.unoda.org/en/our-work/
weapons-mass-destruction/nuclear-weapons/treaty-non-proliferation-nuclear-weapons.

5 Convention on the Physical Protection of Nuclear Material. (1980, October). Retrieved from https://www-pub.iaea.org/MTCD/
Publications/PDF/Pub615web.pdf.

6 Resolution of Security Council of the UN No. 1540. (2004, April). Retrieved from https://digitallibrary.un.org/record/520326?v = pdf.
7 United Nations Charter. (1945, October). Retrieved from https://www.un.org/en/about-us/un-charter.
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Within six months of the adoption of the resolu-
tion, each UN Member State must submit a prelimi-
nary report to the Security Council Committee on the
implementation of the resolution. This resolution!
aimed to fill a gap in the international regulatory
framework on the non-proliferation of weapons of
mass destruction (nuclear weapons), since not all UN
Member States are parties to the relevant non-prolif-
eration treaties. However, this Security Council reso-
lution indirectly brought them under the non-prolif-
eration mechanism. Even if they are not regulated in
themselves, they are at least linked to the objectives
of its security policy. The intention of the Security
Council on this issue is very clear, it repeatedly and
explicitly referred to the non-proliferation treaties
and emphasised that its resolution “affirms” the ob-
jectives of these treaties (Bibik et al., 2025). Howev-
er, the resolution did not address the regulation of
radioactive materials and their civilian uses.

Articlell, paragraph 2 of the Treaty on the Non-Pro-
liferation of Nuclear Weapons? provides that States
Parties shall transfer nuclear materials and equip-
ment suitable for military use to non-nuclear-weapon
states for peaceful purposes only, provided that such
dual-use materials and technology are subject to safe-
guards and monitoring in accordance with Article III,
paragraph 1, in the importing state. The States Par-
ties have been aware from the outset that this provi-
sion provides for export controls and would therefore
require them to be applied by states that sell nucle-
ar technology internationally for civilian purposes.

Shortly after the Treaty on the Non-Proliferation
of Nuclear Weapons® entered into force, two export
control mechanisms emerged, and nuclear-weapon
exporting states still use both mechanisms, partly in
parallel. The first mechanism was developed in 1971
by the Zangger Commission, named after its long-
time chairman, the Swiss professor Claude Zangger.
The Zangger Committee defined nuclear exports us-
ing a “trigger” list, i.e., a list of critical materials and
equipment that automatically activate the safeguards
of the NPT Safeguards System in non-nuclear-weap-
on States (Herrera, 2025).

A second approach to control the export of nucle-
ar products is based on the Guidelines of the so-called
Nuclear Suppliers Group (NSG) (Lozova, 2020). The
NSG Guidelines also include “trigger” lists and com-
prehensive safeguards, but their requirements are
stricter. They require physical protection of nucle-
ar facilities, written assurances from countries ac-
cepting special safeguards, special care in handling

nuclear equipment and fissile materials, and special
measures for technology transfer. However, the ex-
port control measures described are based solely on
unilateral declarations of intent by supplier coun-
tries, which in some cases may be legally binding,
agreed between supplier countries or unilaterally no-
tified to the International Atomic Energy Agency, but
no country is contractually obligated to comply with
these declarations.

In the broadest sense, the control of nuclear ma-
terials and technology, which includes not only pro-
liferation prevention but also the physical protection
and control of non-fissile but radioactive materials,
is supported by several international security policy
initiatives, some of which have proven quite effective
in their respective limited areas of activity.

Two of the most important initiatives are the G8-
backed Global Partnership and the US-led Prolifera-
tion Security Initiative (PSI) (Ivanytskyi, 2023). The
PSI aims to stop the international trade in weapons
of mass destruction by extending existing border
and export controls to international shipments (e.g.,
searching aircraft and ships carrying suspicious car-
go, seizing illicit weapons or delivery systems). The
PSI focuses on securing and disposing of weapons of
mass destruction, including nuclear materials and
their radioactive waste, which are still in the posses-
sion of some countries.

Since 2002, the IAEA has been implementing an
action plan to prevent nuclear terrorism. In addition
to strengthening the physical protection of nuclear
materials, radioactive sources and nuclear facilities
by IAEA Member States, the plan’s activities include
combating the international black market trade in ra-
dioactive materials and providing IAEA experts with
advice on security and nuclear law to relevant organ-
isations and facility operators. The plan costs approx-
imately EUR 12 million per year, shared between sev-
eral Member States and private organisations such as
the Nuclear Threat Initiative (Newell, 2022). These
activities essentially complement some of the IAEA’s
previous security assurance programmes, expand-
ing their scope to include the prevention of terror-
ism. The Global Threat Reduction Initiative (GTRI),
launched by the U.S. Department of Energy (DOE) in
May 2004 and supported by the IAEA, is of a simi-
larly complementary and complementary nature. Its
main objectives include the identification of nuclear
and radiological materials and related equipment not
yet covered by existing threat reduction measures. In
particular, GTRI aims to organise the return of spent

! Resolution of Security Council of the UN No. 1540. (2004, April). Retrieved from https://digitallibrary.un.org/record/520326?v = pdf.
2Treaty on the Non-Proliferation of Nuclear Weapons. (1968, July). Retrieved from https://disarmament.unoda.org/en/our-work/
weapons-mass-destruction/nuclear-weapons/treaty-non-proliferation-nuclear-weapons.

3 Communication Received from the Permanent Mission of the Netherlands on Behalf of the Member States of the Nuclear Suppliers
Group. (2000, April). Retrieved from https://www.iaea.org/sites/default/files/infcirc539r1.pdf.
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highly enriched uranium from third countries to the
supplying countries — the Russian Federation and the
United States (International Partners’ Conference,
2004). A further long-term goal is to convert all re-
search reactors in the world to operate with low-en-
riched uranium, provided that they currently operate
with highly enriched uranium.

m Discussion

The issue of the effectiveness of international legal
mechanisms for controlling nuclear and radiological
materials is actively studied in contemporary scien-
tific literature, which allows for a comparative anal-
ysis of the results obtained with the conclusions of
other researchers. In particular, a significant contri-
bution to the study of the nuclear non-proliferation
system was made by Mohamed ElBaradei, Pierre
Goldschmidt, Matthew Bunn, and Graham Allison.

Thus, the researcher of M. ElBaradei (2021) em-
phasises the effectiveness of the International Atomic
Energy Agency safeguards system and considers it
one of the main instruments of international secu-
rity. However, the above analysis shows a slightly
different picture, since modern threats associated
with the activities of terrorist organisations and the
illegal circulation of radioactive materials largely go
beyond the conventional control mechanisms. In this
aspect, the results of this study partially complement
the researcher’s position, indicating the need to ex-
pand international control instruments.

A similar opinion was expressed by P. Gold-
schmidt (2021), who in his research emphasised the
need to strengthen international monitoring and in-
troduce more stringent procedures for verifying the
implementation of nuclear security obligations by
states. The conclusions drawn by the researcher are
quite relevant, since the results of the analysis also
confirmed the existence of significant gaps in the
international control system, in particular, regard-
ing the physical protection of nuclear materials and
their transportation.

Furthermore, G. Allison (2009) and M. Bunn et
al. (2021) focused primarily on the threat of nu-
clear terrorism and the risks of illicit trafficking of
nuclear materials. Their research proved that the
most vulnerable link in the global security system
is the insufficient level of physical protection of nu-
clear facilities in some states. These conclusions are
largely consistent with the results of the study (Alli-
son, 2009). However, the researchers’ assertions that
the main problem lies exclusively in national security
systems seem debatable, since the above analysis also
indicates the presence of institutional shortcomings
at the international level (Bunn et al., 2021).

The reason for the different interpretations
may lie in different methodological approaches
to analysing the problem: while the aforementioned
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researchers mainly focused on security and political
aspects, this study paid more attention to interna-
tional legal regulatory mechanisms. In this regard,
the conclusions of these researchers, considering the
results of this study, can be considered in a broader
context that combines legal, institutional, and secu-
rity aspects of control over nuclear and radiological
materials.

Despite the valuable scientific achievements of
the aforementioned researchers, the current study
focused on the problems of international legal mech-
anisms for controlling nuclear and radiological ma-
terials precisely in conditions of unforeseen dangers,
such as theft, terrorism, etc. Radioactive materials
are not suitable for the production of weapons of
mass destruction, but if they are crushed or dis-
persed in liquid form in the open environment, or
if they enter the soil, air or water, or if they are in-
haled or swallowed, they can cause radiation dam-
age to the population and the environment. Since
radioactive materials have a wide range of civilian
applications and are widely distributed, the rules
for their protection and control vary greatly from
country to country, and these rules are often poorly
implemented. It is therefore foreseeable that terror-
ist organisations will seek to obtain radioactive ma-
terials through theft and illicit trade to use them as
radioactive weapons, thereby achieving the greatest
terrorist impact with relatively little technological
and organisational investment.

In an international agreement on the physical pro-
tection of nuclear materials and facilities, the degree
of cooperation between individual states is always a
decisive factor in effectiveness, along with technical
and organisational criteria. This is especially true of
the expanded CPPMN. In this light, this project is by
no means less effective than its alternatives. It repre-
sents a relative optimum, combining technical and
regulatory efficiency with the widest possible inter-
national acceptance of the expanded CPPMN, while
avoiding a compromise between the two.

The contracting parties may violate the agree-
ment through negligence, lack of technical expertise
or insufficient resources, but they have no strategic
interest in violating the convention, since violating
the treaty does not improve their chances of suc-
cess in a military conflict. Rather, it can always be
assumed, to a good approximation, that the treaty
objective of the expanded CPPMN corresponds to
the common interests of all member states. In this
respect, the problem of (lack of) CIMO monitoring
and verification is of a completely different nature
than the problem of arms control verification. If a
state fails to fulfil its CIMO obligations or is unable
to do so under the circumstances, it is primarily put-
ting its own security at risk. Accordingly, in such a
case, the appropriate response should not be through
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treaty verification, but in accordance with the IAEA’s
concept of providing advice and support to that state
on technical, organisational, and nuclear law issues.
Experience has shown that technical advice and as-
sistance from the IAEA and expert groups from high-
tech countries is usually met with a high degree of
cooperation from the recipient states.

The effectiveness of the Code of Conduct on
the Safety and Protection of Radioactive Sources
should also be assessed based on the extent to which
non-binding guidelines and recommendations can
contribute to addressing international security poli-
cy issues through the control of civil materials and
the management of operational safety. The European
regulatory framework is still largely dependent on ra-
diation protection and accident prevention require-
ments (Hans, 2025). Measures specifically aimed at
combating the systematic, organised misuse of radi-
ological sources for criminal and terrorist purposes
should be considered more frequently from a securi-
ty policy perspective. The security policy challenges
and solutions outlined demonstrate that international
control of nuclear and radiological materials requires
new rules compared to the control of conventional
nuclear weapons. New approaches in this respect do
not have the strict requirements of the NPT regime.

m Conclusions

The subject of the research was the investigation
of the problems of international legal mechanisms
for controlling nuclear and radiological materials
in conditions of unforeseen risks, such as official
negligence, theft, terrorism, etc. The current study
has allowed reaching these conclusions, given the
circumstances the world is currently in. Given the
threat of terrorism, the current rules on nuclear
non-proliferation are insufficient. The Non-Prolif-
eration Treaty on the Non-Proliferation of Nuclear
Weapons does not oblige the contracting parties to
protect nuclear materials and facilities from theft
or terrorist sabotage. Therefore, the level of phys-
ical protection provided by the contracting parties
to the NPT to nuclear weapons materials and civil-
ian nuclear facilities (reactors, temporary storage
facilities, plants for the production and reprocess-
ing of nuclear fuel rods) varies significantly. There
are also significant differences between developed
and developing countries in the technological and
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financial resources available to implement effective
protection measures. For example, the Russian Fed-
eration still stores thousands of tonnes of plutonium,
uranium, and high-level spent nuclear fuel intend-
ed for civilian and military use. These materials, a
legacy of the Soviet Union, are so large that their
quantitative inventory, monitoring, and physical
protection against misuse are extremely complex.
In many other countries, security issues regarding
civilian use (research, energy production), transpor-
tation, reprocessing, interim storage, and disposal of
usable and spent nuclear fuel remain unresolved. In
these circumstances, even within the constraints of
the Nuclear Non-Proliferation Treaty, these mate-
rials are highly vulnerable to theft, smuggling, and
entry into international illicit trade.

Although the International Atomic Energy Agen-
cy and other international organisations have worked
for decades to promote the monitoring, protection
and export control of nuclear technology and mate-
rials through subsequent treaty arrangements (such
as the 1980 Convention on the Physical Protection of
Nuclear Material), technical assistance programmes,
international cooperation and other large-scale activ-
ities, these activities, together with the support of or-
ganisations such as the Committee on the Prevention
and Prohibition of Nuclear Medicine, still need to be
based on internationally standardised procedures.
However, the international nuclear medicine system
remains fragmented in key areas. In recent years, its
shortcomings have become truly apparent with the
escalation of security threats from terrorism. Another
new challenge facing security policy is the protec-
tion and control of radioactive sources used in civil-
ian sectors such as industry, research, and medicine.
These sources consist of non-fissile, non-concentrated
materials, but without the necessary radiation pro-
tection measures they can still be highly radioactive,
causing serious harm to people and the environment.
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Mpo6nemMun MiXKHapoaHO-NMPaAaBOBMX MeXaHIi3MiB KOHTPO/IO
3a AAepPHMMMU Ta pagionoriyHMMmM MmaTtepianamm

IpuHa Jlecb

Kanguaat :opuanyHuX HayK, JOLIEHT
HarionasibHa akazemis BHyTpIlLlIHiIX cIIpaB
03035, 1. CosioM’siHCBKa, 1, M. KuiB, Ykpaina
https://orcid.org//0000-0003-0596-3749

m AHoTa11iA. [{e JoctipxeHHS Majio Ha MeTi BUBUeHHs Tpo6JieM MikHapoJHO-IPaBOBHX MeXaHi3MiB KOHTPOJIIO
3a AAepHUMU Ta paAioaKTUBHUMU MaTepiajaMu. Y CTaTTi AK OCHOBHUI BUKOPUCTAHO (HOpMaJIbHO-IIPABOBUIL
METOJ, OCKiJIbKA BiH Ja€ 3MOTy aHaJi3yBaTU IIpaBOBi HOPMH, CTPYKTypH Ta KOHUenmil. JlociifkeHH:A
3acBigumMiio, 1[0 HEPO3MOBCIOKEHHA sAAepHOl 30poi Ta 30pOMOBHX sAAEpPHUX MaTepialiB I'PYHTYETbCSA
nepeBaxxHo Ha J{oroBopi mpo HePO3MOBCIOXeHH:A AAepHOl 30poi 1968 poky, AKUII BCTAHOBJIIOE CYBOPi
NpaBuja BUKOPUCTAaHHA LUBIJIBHUAX fAJePHUX MaTepiasiiB i TEXHOJIOTI y BCbOMY CBiTi Ta KOHTPOJIIOETHCS
MixHapogHUM areHTCTBOM 3 aTOMHO1 eHepril y BigHi. OjHaK yHacJIi JOK HiABUIIeHHA aKTUBHOCTI Mi>XkHapOJHUX
TEPOPUCTUYHUX OpraHizaliii OCTaHHIMU pOKaMM YMHHI MOJIOK€HHA W00 ANEepHOr0 HEpPO3IMOBCIOJKEHH:
BUSBUJINCA HEJOCKOHAJIMMU 11 HealeKBaTHUMHU. Y JOCJIiI)KeHHi 3a3HaueHo, IT10 M0JIiTHKa Oe3MeKy Ta [{UBiJIbHOT
000pOHU MMOBUHHA I'PYHTYBaTUCA HA TOMY (aKTi, 10 TepOPHUCTUYHI OpraHisallil NparHyTh OTPUMAaTH AfAepHi
Marepianu A HamafgiB. fAAepHUIl TepopusM € MOLIMPeHUM, OCKiIbKU J[OrOBip PO HEpPO3MOBCIOJKEHH:
sAnepHOl 30pol He BUMAarae Bifl JepXaB-wieHiB 3axullaTU AAepHiI MaTepiasu i1 06’e€KTU Big KpamiXku abo
TEPOPUCTUYHOrO caboTaxy. dPakTUYHO Ha MiXHapoOHOMY piBHI (i3sMUHMI 3axuCT MaTepiasiB AnepHOI
30poi Ta IIMBUIBHUX AJEPHUX yYCTAaHOBOK (peakTOpiB, CXOBUI JJiA TUMYAacOBOro 30epiraHHsA Ta 3aBOJiB 3
BUT'OTOBJIEHHs Ta IepepoOKU MaJMBHUX CTPUXHIB) iCTOTHO pi3HUTHCA. UnMasio kpaiH He MalTh HaJIeXHOTO
3aXMCTy [JiA TPaHCIOPTYBaHH:A, NepepoOKH, THUMYacoOBOro 30epiraHHA Ta 3aXOPOHEHHA NPUAATHOTO IJis
BUKOPUCTAHHA Ta BiANpaIibOBAHOTO sAEPHOI0 NaJnBa, {0 MPU3BOAUTD 0 BTpAT, KpadikokK, KOHTpabaHau 1
HEe3aKOHHOI Mi’kHapOAHOl TOPTriBJi MMM MaTepiajamu. [IpakTruuHe 3HaueHHA [[bOT0 NOCJIi)KeHHs M0JIATaE B
TOMY, 11O aHaJi3 NpobjeM MikHapoOHO-NPAaBOBUX MeXaHi3MiB KOHTPOJIIO 3a AepPHUMH Ta PaJiOaKTUBHHUMU
MarepiajaMu fja€ 3MOTy OLIiHUTH HeAOJIiKM HasABHUX MeXaHi3MiB 11 yCYHYTH 1X, TUM CaMUM 3abe3neuydun
HaWBUIIMU piBeHb Oe3leKu Ta KOHTPOJIIO 3a AAePHUMH i palioakTUBHUMU MaTtepiajgaMu

m KiouoBi cyioBa: JloroBip mpo HEpO3MOBCIOMKEHHS siiepHOl 30poi; sAmepHa 36pos; MOJiTHKA Oe3MeKwu,
TEPOPUCTHUYHI 3arpo3y; pafioaKTUBHI MaTepiain
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